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Installation

To install Audit you need to follow the next steps:


	Add MongoDB repository.

	Install MongoDB.

	Configure authentication for MongoDB.

	Install Django Audit Tools package.




Install MongoDB


Add repository

Import the public key used by the package management system:

sudo apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 --recv 7F0CEB10





Create a list file for MongoDB repository:

echo 'deb http://downloads-distro.mongodb.org/repo/ubuntu-upstart dist 10gen' | sudo tee /etc/apt/sources.list.d/mongodb.list





Reload local package database:

sudo apt-get update








Install MongoDB packages

Install the MongoDB packages:

sudo apt-get install mongodb-org=2.6.3 mongodb-org-server=2.6.3 mongodb-org-shell=2.6.3 mongodb-org-mongos=2.6.3 mongodb-org-tools=2.6.3





(OPTIONAL) Pin a specific version of MongoDB:

echo "mongodb-org hold" | sudo dpkg --set-selections
echo "mongodb-org-server hold" | sudo dpkg --set-selections
echo "mongodb-org-shell hold" | sudo dpkg --set-selections
echo "mongodb-org-mongos hold" | sudo dpkg --set-selections
echo "mongodb-org-tools hold" | sudo dpkg --set-selections





Start MongoDB:

sudo service mongod start








Configure authentication

Connect to MongoDB using client terminal:

mongo





Change to admin database:

use admin





Create admin user (replace <USER_ADMIN> and <PASSWORD_ADMIN>):

db.createUser({
    user: "<USER_ADMIN>",
    pwd: "<PASSWORD_ADMIN>",
    roles:
        [
            { role: "userAdminAnyDatabase", db: "admin" }
        ]
    }
)





Activate authentication login uncommenting the next line in /etc/mongod.conf:

# auth = True





Restart MongoDB:

sudo service mongod restart





Connect to MongoDB as admin:

mongo admin -u <USER_ADMIN> -p <PASSWORD_ADMIN>





Change to audit database (replace <DATABASE>):

use <DATABASE>





Create audit user (replace <USER> and <PASSWORD>):

db.createUser({
    user: "<USER>",
    pwd: "<PASSWORD>",
    roles:
        [
            { role: "readWrite", db: "<DATABASE>" }
        ]
    }
)





(OPTIONAL) Add environment variables appending next lines to virtualenv’s activate file (replace <USER> and <PASSWORD>):

export DB_AUDIT_USER=<USER>
export DB_AUDIT_PASSWORD=<PASSWORD>










Install Audit

Use pip to install Audit from local file:

pip install django-audit-tools.tar.gz





Or install from pip repository:

pip install django-audit-tools
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Configuration

To configure Audit Tools you need to follow the next steps:


	Add audit_tools to your INSTALLED_APPS settings like this:

INSTALLED_APPS = (
    ...
    'audit_tools',
)







	Add audit.middleware.AuditMiddleware to your MIDDLEWARE_CLASSES settings like this:

MIDDLEWARE_CLASSES = (
    ...
    'audit_tools.audit.middleware.AuditMiddleware',
)







	Configure blacklisted URLs in AUDIT_BLACKLIST settings.



	Register models that will be logged in AUDIT_LOGGED_MODELS settings.



	Execute the next django command:

python manage.py prepare_audit










Settings


AUDIT_ACTIVATE

Activate or deactivate audit.

Default:

AUDIT_ACTIVATE = True








AUDIT_DB_ALIAS

Audit database connection alias.

Default:

AUDIT_DB_ALIAS = 'audit'








AUDIT_DB_CONNECTION

Audit database connection parameters.

Default:

AUDIT_DB_CONNECTION = {
    'HOST': 'localhost',
    'PORT': 27017,
    'NAME': 'audit',
    'USER': '',
    'PASSWORD': '',
}








AUDIT_RUN_ASYNC

Use Celery to run in async mode.

Important: Celery concurrency level must be configure to 1 (–concurrency=1 parameter in celeryd start)

Default:

AUDIT_RUN_ASYNC = False








AUDIT_CELERY_QUEUE

Celery queue name.

Default:

AUDIT_CELERY_QUEUE = 'audit'








AUDIT_LOGGED_MODELS

List of models that will be logged for audit. Each entry consists in a string that represents a model using “<module>.<model>” format.

Example:

AUDIT_LOGGED_MODELS = (
    'audit_tools.audit.models.Access',
)





Default:

AUDIT_LOGGED_MODELS = ()








AUDIT_BLACKLIST

Blacklisted URLs. Each application may have a tuple of regex patterns. If an URL matches a pattern will not be logged.

Example:

AUDIT_BLACKLIST = {
    'api': (
        r'^/api/.*',
        r'^/API/.*',
    )
}





Default:

AUDIT_BLACKLIST = {}








AUDIT_ACCESS_INDEXES

Custom indexes for the accesses. There is the possibility to add new custom indexes to the Audit database.

Example:

AUDIT_ACCESS_INDEXES = [
    'custom.pools.names',
    'custom.pools.num_polls',
    ('custom.pools.names', 'custom.pools.num_polls'),
]








AUDIT_PROCESS_INDEXES

Custom indexes for the processes. There is the possibility to add new custom indexes to the Audit database.




AUDIT_MODEL_ACTION_INDEXES

Custom indexes for the model actions. There is the possibility to add new custom indexes to the Audit database.




AUDIT_CUSTOM_PROVIDER

Custom data provider. Each application may add custom data to Access entries using own functions.

Default:

AUDIT_CUSTOM_PROVIDER = {
    'audit_tools': 'audit_tools.audit.middleware.custom_provider',
}








AUDIT_TRANSLATE_URLS

Translate Audit URLs:

Default:

AUDIT_TRANSLATE_URLS = False
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Signals


	
audit_tools.audit.signals.register(model)[source]

	Register a model to the audit code.





	Parameters:	model (object) – Model to register.










	
audit_tools.audit.signals.register_models()[source]

	Register all models listed in settings.LOGGED_MODELS.






	
audit_tools.audit.signals.unregister(model)[source]

	Unregister a model to the audit code.





	Parameters:	model (object) – Model to unregister.










	
audit_tools.audit.signals.unregister_models()[source]

	Unregister all models listed in settings.LOGGED_MODELS.
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Models

[image: ../_images/Models.png]
Ebury Audit models


	
class audit_tools.audit.models.Access(*args, **values)[source]

	Information gathered from a request and response objects.
Contains the following structure:





	Variables:	
	interlink_id – Interlink id.

	request – Request.

	response – Response content, type and status code.

	exception – Exception raised.

	time – Request and response time.

	view – View full_name, app, name, args and kwargs.

	user – User id and name.

	custom – Custom providers field.

	process – Reference to Process object.










	
get_user()[source]

	Obtains User object that corresponds to this Access instance.





	Returns:	User object.


	Return type:	django.contrib.auth.models.User










	
get_view()[source]

	Obtains view object that corresponds to this Access instance.





	Returns:	View.


	Return type:	object










	
is_exception()[source]

	Check if this Access contains a exception.





	Returns:	True if contains exception.


	Return type:	bool










	
is_response()[source]

	Check if this Access contains a response.





	Returns:	True if contains response.


	Return type:	bool










	
items()[source]

	List items in form (key, value).





	Returns:	list(tuple())










	
url

	Property that gives access to request__path field.





	Type:	str










	
verbose_str()[source]

	Verbose string representation.





	Returns:	Verbose string representation.


	Return type:	str














	
class audit_tools.audit.models.Process(*args, **values)[source]

	Represents a process that launch a django management command.
Contains the following structure:





	Variables:	
	name – Process name.

	args – Process args.

	machine – Machine that launched this process.

	user – User that launched this process.

	pid – Process pid.

	creation_time – Time when process was launched.










	
items()[source]

	List items in form (key, value).





	Returns:	list(tuple())










	
verbose_str()[source]

	Verbose string representation.





	Returns:	Verbose string representation.


	Return type:	str














	
class audit_tools.audit.models.ModelAction(*args, **values)[source]

	Information from create, update or delete operations over a model.
Contains the following structure:





	Variables:	
	model – Model full_name, app and name.

	action – Create, update or delete action.

	content – Old and new values and changes.

	instance – Instance object id and description.

	timestamp – Time when action occurs.

	access – Reference to Access object.

	process – Reference to Process object.










	
changes

	Property that gives access to content__changes field.





	Type:	dict










	
get_instance()[source]

	Obtains instance object that corresponds to this ModelAction instance.





	Returns:	Instance object.


	Return type:	object










	
get_model()[source]

	Obtains Model class that corresponds to this ModelAction instance.





	Returns:	Model class.


	Return type:	object










	
items()[source]

	List items in form (key, value).





	Returns:	list(tuple())










	
verbose_str()[source]

	Verbose string representation.





	Returns:	Verbose string representation.


	Return type:	str
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Middleware


	
class audit_tools.audit.middleware.AuditMiddleware(*args, **kwargs)[source]

	Middleware for audit logging


	
process_view(self, request, view_func, view_args, view_kwargs)[source]

	Preprocess request.





	Parameters:	
	request (django.http.HttpRequest) – Http request.

	view_func (callable) – View.

	view_args (list) – View arguments.

	view_kwargs (dict) – View keyword arguments.






	Returns:	None












	
process_response(self, request, response)[source]

	Postprocess response.





	Parameters:	
	request (django.http.HttpRequest) – Http request.

	response (django.http.HttpResponse) – Response.






	Returns:	None












	
process_exception(self, request, exception)[source]

	Postprocess exception.





	Parameters:	
	request (django.http.HttpRequest) – Http request.

	exception (Exception) – Response.






	Returns:	None
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Managers


Access

The following methods are added to the default Access manager:


	
class audit_tools.audit.managers.AccessQuerySet(document, collection)[source]

	Custom manager for Access.


	
filter_by_exception(*args, **kwargs)[source]

	Filter object by exception.





	Parameters:	kwargs – exc kwarg required.


	Returns:	QuerySet










	
filter_by_url(*args, **kwargs)[source]

	Filtered queryset by url. Url accept all modifiers, including __regex.





	Parameters:	kwargs – url kwarg required.


	Returns:	QuerySet










	
filter_by_view(*args, **kwargs)[source]

	Filtered queryset by view object or function.





	Parameters:	kwargs – fview kwarg required.


	Returns:	QuerySet










	
get_by_exception(*args, **kwargs)[source]

	Get object by exception.





	Parameters:	kwargs – exc kwarg required.


	Returns:	Access










	
get_by_url(*args, **kwargs)[source]

	Get object by url. Url accept all modifiers, including __regex.





	Parameters:	kwargs – url kwarg required.


	Returns:	Access










	
get_by_view(*args, **kwargs)[source]

	Get object by view.





	Parameters:	kwargs – fview kwarg required.


	Returns:	Access













Examples:

# URL /
Access.objects.filter_by_url(url='/')
# Filter URLs using regular expression
Access.objects.filter_by_url(url=r'^/polls/\w*$')
# Accesses to /polls/ done by user with id 23
Access.objects.filter_by_url(url='/polls/', user__id=23)

# Accesses to poll's index
from polls.views import index
Access.objects.filter_by_view(fview=index)

# Accesses that raises an AttributeError exception
Access.objects.filter_by_exception(exc=AttributeError)








ModelAction

The following methods are added to the default ModelAction manager:


	
class audit_tools.audit.managers.ModelActionQuerySet(document, collection)[source]

	Custom manager for ModelAction.


	
filter_by_instance(*args, **kwargs)[source]

	Filtered queryset by object instance.





	Parameters:	kwargs – obj kwarg required.


	Returns:	QuerySet










	
filter_by_model(*args, **kwargs)[source]

	Filtered queryset by model.





	Parameters:	kwargs – klass kwarg required.


	Returns:	QuerySet










	
filter_by_model_list(*args, **kwargs)[source]

	Filtered queryset by model list.





	Parameters:	kwargs – klass kwarg required.


	Returns:	QuerySet










	
get_by_instance(*args, **kwargs)[source]

	Get object by instance.





	Parameters:	kwargs – obj kwarg required.


	Returns:	ModelAction










	
get_by_model(*args, **kwargs)[source]

	Get object by model.





	Parameters:	kwargs – klass kwarg required.


	Returns:	ModelAction










	
get_by_model_list(*args, **kwargs)[source]

	Get object by model list.





	Parameters:	kwargs – klass kwarg required.


	Returns:	ModelAction













Examples:

# Actions done over all polls
from polls.models import Poll
ModelAction.objects.filter_by_model(klass=Poll)

# Actions done over a single poll
poll = Poll.objects.get(id=1)
ModelAction.objects.filter_by_instance(obj=poll)

# Actions done over all polls and users
from django.contrib.auth.models import User
ModelAction.objects.filter_by_model_list(klass=[Poll, User])
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Commands

Django commands for Audit application.


drop_audit

Drop audit database. If only initial date is given, data from that day to now. If the two dates are provided, data will be deleted in that range. Delete all data otherwise.

Syntax:

python manage.py drop_audit [init_date] [end_date]





Example:

python manage.py drop_audit
python manage.py drop_audit 01/01/2000
python manage.py drop_audit 01/01/2000 01/02/2000








prepare_audit

Prepare system for Audit application adding needed permissions, tables...

Syntax:

python manage.py prepare_audit








remove_audit

Remove Audit application from system.

Syntax:

python manage.py remove_audit
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Custom providers

Custom provider is a mechanism that permits an application to add custom data to Access logs. A single provider can be specified for each app.

The next example define a provider that returns polls associated to current user:

def poll_provider(request):
    user = User.objects.get(pk=request.user.id)
    polls = Poll.objects.filter(user=user)
    polls_names = [p.name for p in polls]

    res = {
        'names': poll_names,
        'num_polls': len(poll_names),
    }

    return res





If this provider is defined inside polls.utils then must be set in settings.AUDIT_CUSTOM_PROVIDER:

AUDIT_CUSTOM_PROVIDER = {
    'polls': 'polls.utils.poll_provider',
}





This provider will result in an additional field inside Access named ‘polls’:

{
    ...
    custom = {
        polls = {
            names = [ "poll_1", "poll_2" ],
            num_polls = 2
        }
    }
}
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  Source code for audit_tools.audit.signals

from __future__ import unicode_literals

import datetime
import logging

from django.db.models.signals import pre_save, post_save, pre_delete

from audit_tools.audit.cache import cache
from audit_tools.audit.decorators import CheckActivate
from audit_tools.audit import settings
from audit_tools.audit.utils import extract_process_data, dynamic_import, serialize_model_instance


_CACHE = {}

logger = logging.getLogger(__name__)


@CheckActivate
def _pre_save(sender, **kwargs):
    try:
        i = kwargs['instance']
        if i.pk:
            try:
                original_instance = sender.objects.get(pk=i.pk)
                _CACHE[id(i)] = serialize_model_instance(original_instance)
            except:
                # New object.
                pass
    except Exception:
        logger.exception("<Pre Save>")


@CheckActivate
def _post_save(sender, **kwargs):
    try:
        from audit_tools.audit.models import ACTIONS
        from audit_tools.audit.tasks import save_model_action

        i = kwargs['instance']

        # Model
        model = _extract_model_data(i)

        # Old and new content
        old_data = {}
        if id(i) in _CACHE:
            old_data = _CACHE[id(i)]
            del _CACHE[id(i)]
        new_data = serialize_model_instance(i)

        content = _extract_content_data(old_data, new_data)

        # Action
        if not old_data and new_data:
            action = ACTIONS.CREATE
        else:
            action = ACTIONS.UPDATE

        # Instance
        instance = _extract_instance_data(i)

        # Timestamp
        timestamp = datetime.datetime.now()

        model_action = {
            'model': model,
            'action': action,
            'content': content,
            'instance': instance,
            'timestamp': timestamp,
        }

        # Process
        process = extract_process_data()

        try:
            # Get process
            process = cache.get_process(process)
            access = cache.get_last_access()

            if not settings.RUN_ASYNC:
                save_model_action(model_action, access, process)
            else:
                save_model_action.apply_async((model_action, access, process))
            logger.info("<%s> Model:%s ID:%s", action.capitalize(), model['full_name'], instance['id'])
        except Exception:
            logger.exception("<%s> Model:%s ID:%s", action.capitalize(), model['full_name'], instance['id'])
    except Exception:
        logger.exception("<Post Save>")


@CheckActivate
def _pre_delete(sender, **kwargs):
    try:
        from audit_tools.audit.models import ACTIONS
        from audit_tools.audit.tasks import save_model_action

        i = kwargs['instance']

        model = _extract_model_data(i)

        # Old and new content
        old_data = serialize_model_instance(i)
        new_data = {}
        content = _extract_content_data(old_data, new_data)

        # Action
        action = ACTIONS.DELETE

        instance = _extract_instance_data(i)

        # Timestamp
        timestamp = datetime.datetime.now()

        model_action = {
            'model': model,
            'action': action,
            'content': content,
            'instance': instance,
            'timestamp': timestamp,
        }

        # Process
        process = extract_process_data()

        try:
            # Get process
            process = cache.get_process(process)
            access = cache.get_last_access()

            if not settings.RUN_ASYNC:
                save_model_action(model_action, access, process)
            else:
                save_model_action.apply_async((model_action, access, process))

            logger.info("<%s> Model:%s ID:%s", action.capitalize(), model['full_name'], instance['id'])
        except Exception:
            logger.exception("<%s> Model:%s ID:%s Error:%s", action.capitalize(), model['full_name'], instance['id'])
    except Exception:
        logger.exception("<Pre Delete>")


[docs]def register(model):
    """Register a model to the audit code.

    :param model: Model to register.
    :type model: object
    """
    try:
        pre_save.connect(_pre_save, sender=model, dispatch_uid=str(model))
        post_save.connect(_post_save, sender=model, dispatch_uid=str(model))
        pre_delete.connect(_pre_delete, sender=model, dispatch_uid=str(model))
    except Exception as e:
        logger.error("<Register> %s", e.message)



[docs]def unregister(model):
    """Unregister a model to the audit code.

    :param model: Model to unregister.
    :type model: object
    """
    try:
        pre_save.disconnect(_pre_save, sender=model, dispatch_uid=str(model))
        post_save.disconnect(_post_save, sender=model, dispatch_uid=str(model))
        pre_delete.disconnect(_pre_delete, sender=model, dispatch_uid=str(model))
    except Exception as e:
        logger.error("<Unregister> %s", e.message)



[docs]def register_models():
    """Register all models listed in :const:`settings.LOGGED_MODELS`.
    """

    for model in settings.LOGGED_MODELS:
        m = dynamic_import(model)
        register(m)



[docs]def unregister_models():
    """Unregister all models listed in :const:`settings.LOGGED_MODELS`.
    """
    for model in settings.LOGGED_MODELS:
        m = dynamic_import(model)
        unregister(m)



def _extract_model_data(instance):
    """Extract model data from a instance.

    :param instance: Model instance.
    :type instance: object
    :return: Extracted data.
    :rtype: dict
    """
    model_module = instance.__module__
    model_name = instance.__class__.__name__
    return {
        'app': model_module.split('.', 1)[0],
        'full_name': model_module + '.' + model_name,
        'name': model_name,
    }


def _extract_content_data(old_object=None, new_object=None):
    """Extract content data from object's state change.

    :param old_object: Object serialization in his previous state.
    :type old_object: dict
    :param new_object: Object serialization in his current state.
    :type new_object: dict
    :return: Extracted data.
    :rtype: dict
    """
    if old_object and new_object:
        changes = {
            k1: {'old': v1, 'new': v2}
            for k1, v1 in old_object.iteritems()
            for k2, v2 in new_object.iteritems()
            if k1 == k2 and v1 != v2
        }
    elif not old_object and new_object:
        changes = {k: {'old': None, 'new': v} for k, v in new_object.iteritems()}
    elif not new_object and old_object:
        changes = {k: {'old': v, 'new': None} for k, v in old_object.iteritems()}
    else:
        changes = {}

    return {
        'old': old_object,
        'new': new_object,
        'changes': changes
    }


def _extract_instance_data(instance):
    try:
        id_ = unicode(instance.pk)
    except:
        id_ = ''

    try:
        description = unicode(str(instance), errors='ignore')
    except:
        description = ''

    return {
        'id': id_,
        'description': description,
    }
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  Source code for audit_tools.audit.managers

from __future__ import unicode_literals

import re

from mongoengine import QuerySet


def _check_args(required, incompatible, kwargs, cmp_func=lambda x, y: x.startswith(y)):
    """Check for correct arguments.

    :param required: required keyword argument.
    :type required: unicode
    :param incompatible: tuple of incompatible args.
    :type incompatible: tuple(unicode)
    :param kwargs: kwargs
    :type kwargs: dict
    :param cmp_func: function that returns true if a key is valid.
    :type cmp_func: function
    :return: key, value
    """
    # Required arguments
    try:
        key, value = [(k, v) for k, v in kwargs.iteritems() if cmp_func(k, required)][0]
    except IndexError:
        raise AttributeError('Argument {} without modifiers required.'.format(required))

    # Incompatible arguments
    if len([x for x in kwargs.keys() if x in incompatible]) > 0:
        raise AttributeError('You cannot call this function with {}. Use only fview argument for that.'.format(
            ', '.join(incompatible)))

    return key, value


[docs]class ModelActionQuerySet(QuerySet):
    """Custom manager for ModelAction.
    """

    def _prepare_kwargs_by_model(self, kwargs):
        required_arg = 'klass'
        incompatible_args = ('model__full_name', 'model__name', 'model__app')
        key, klass = _check_args(required_arg, incompatible_args, kwargs, cmp_func=lambda x, y: x == y)

        # Clean kwargs
        del kwargs[key]

        klass_name = klass.__name__
        klass_module = klass.__module__.split('.', 1)[0]

        kwargs['model__name'] = klass_name
        kwargs['model__app'] = klass_module

        return kwargs

[docs]    def filter_by_model(self, *args, **kwargs):
        """Filtered queryset by model.

        :param kwargs: klass kwarg required.
        :return: QuerySet
        """
        kwargs = self._prepare_kwargs_by_model(kwargs)

        print(self.filter)
        return self.filter(*args, **kwargs)


[docs]    def get_by_model(self, *args, **kwargs):
        """Get object by model.

        :param kwargs: klass kwarg required.
        :return: ModelAction
        """
        kwargs = self._prepare_kwargs_by_model(kwargs)

        return self.get(*args, **kwargs)


    def _prepare_kwargs_by_model_list(self, kwargs):
        required_arg = 'klass'
        incompatible_args = ('model__full_name', 'model__name', 'model__app')
        key, klass = _check_args(required_arg, incompatible_args, kwargs, cmp_func=lambda x, y: x == y)

        # Clean kwargs
        del kwargs[key]

        r = r''
        for k in klass:
            klass_name = k.__name__
            klass_module = k.__module__
            klass_full_name = klass_module + '.' + klass_name
            r += klass_full_name + '|'

        r = r[:-1]
        kwargs['model__full_name'] = re.compile(r)

        return kwargs

[docs]    def filter_by_model_list(self, *args, **kwargs):
        """Filtered queryset by model list.

        :param kwargs: klass kwarg required.
        :return: QuerySet
        """
        kwargs = self._prepare_kwargs_by_model_list(kwargs)

        return self.filter(*args, **kwargs)


[docs]    def get_by_model_list(self, *args, **kwargs):
        """Get object by model list.

        :param kwargs: klass kwarg required.
        :return: ModelAction
        """
        kwargs = self._prepare_kwargs_by_model_list(kwargs)

        return self.get(*args, **kwargs)


    def _prepare_kwargs_by_instance(self, kwargs):
        required_arg = 'obj'
        incompatible_args = ('instance__id', 'model__name', 'model__app', 'model__full_name')
        key, obj = _check_args(required_arg, incompatible_args, kwargs, cmp_func=lambda x, y: x == y)

        # Clean kwargs
        del kwargs[key]

        obj_id = str(obj.pk)

        kwargs['instance__id'] = obj_id
        kwargs['model__name'] = obj.__class__.__name__
        kwargs['model__app'] = obj.__module__.split('.')[0]

        return kwargs

[docs]    def filter_by_instance(self, *args, **kwargs):
        """Filtered queryset by object instance.

        :param kwargs: obj kwarg required.
        :return: QuerySet
        """
        kwargs = self._prepare_kwargs_by_instance(kwargs)

        return self.filter(*args, **kwargs)


[docs]    def get_by_instance(self, *args, **kwargs):
        """Get object by instance.

        :param kwargs: obj kwarg required.
        :return: ModelAction
        """
        kwargs = self._prepare_kwargs_by_instance(kwargs)

        return self.get(*args, **kwargs)




[docs]class AccessQuerySet(QuerySet):
    """Custom manager for Access.
    """

    def _prepare_kwargs_by_view(self, kwargs):
        required_arg = 'fview'
        incompatible_args = ('view__name', 'view__full_name', 'view__app')
        key, fview = _check_args(required_arg, incompatible_args, kwargs, cmp_func=lambda x, y: x == y)

        # Clean kwargs
        del kwargs[key]

        view_name = fview.__name__
        view_module = fview.__module__
        view_full_name = view_module + '.' + view_name

        kwargs['view__full_name'] = view_full_name

        return kwargs

[docs]    def filter_by_view(self, *args, **kwargs):
        """Filtered queryset by view object or function.

        :param kwargs: fview kwarg required.
        :return: QuerySet
        """
        kwargs = self._prepare_kwargs_by_view(kwargs)

        return self.filter(*args, **kwargs)


[docs]    def get_by_view(self, *args, **kwargs):
        """Get object by view.

        :param kwargs: fview kwarg required.
        :return: Access
        """
        kwargs = self._prepare_kwargs_by_view(kwargs)

        return self.get(*args, **kwargs)


    def _prepare_kwargs_by_url(self, kwargs):
        required_arg = 'url'
        incompatible_args = ('request__path', )
        key, url = _check_args(required_arg, incompatible_args, kwargs)

        # Clean kwargs
        del kwargs[key]

        # Get modifier
        splitted_key = key.rsplit('__', 1)
        if len(splitted_key) > 1:
            modifier = splitted_key[1]
        else:
            modifier = ''

        if modifier == 'regex':
            url = re.compile(url)
            key = 'request__path'
        elif modifier:
            key = 'request__path__' + modifier
        else:
            key = 'request__path'

        kwargs[key] = url

        return kwargs

[docs]    def filter_by_url(self, *args, **kwargs):
        """Filtered queryset by url. Url accept all modifiers, including __regex.

        :param kwargs: url kwarg required.
        :return: QuerySet
        """
        kwargs = self._prepare_kwargs_by_url(kwargs)

        return self.filter(*args, **kwargs)


[docs]    def get_by_url(self, *args, **kwargs):
        """Get object by url. Url accept all modifiers, including __regex.

        :param kwargs: url kwarg required.
        :return: Access
        """
        kwargs = self._prepare_kwargs_by_url(kwargs)

        return self.get(*args, **kwargs)


    def _prepare_kwargs_by_exception(self, kwargs):
        required_arg = 'exc'
        incompatible_args = ('exception__type', )
        key, exc = _check_args(required_arg, incompatible_args, kwargs, cmp_func=lambda x, y: x == y)

        # Clean kwargs
        del kwargs[key]

        exc_name = exc.__name__

        kwargs['exception__type'] = exc_name

        return kwargs

[docs]    def filter_by_exception(self, *args, **kwargs):
        """Filter object by exception.

        :param kwargs: exc kwarg required.
        :return: QuerySet
        """
        kwargs = self._prepare_kwargs_by_exception(kwargs)

        return self.filter(*args, **kwargs)


[docs]    def get_by_exception(self, *args, **kwargs):
        """Get object by exception.

        :param kwargs: exc kwarg required.
        :return: Access
        """
        kwargs = self._prepare_kwargs_by_exception(kwargs)

        return self.get(*args, **kwargs)
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  Source code for audit_tools.audit.models.access

from __future__ import unicode_literals

"""Audit Acess model"""

from django.contrib.auth.models import User
from django.utils.encoding import python_2_unicode_compatible
from mongoengine import EmbeddedDocument, DateTimeField, StringField, ListField, DictField, IntField, DynamicField, \
    Document, EmbeddedDocumentField, ReferenceField

from audit_tools.audit import settings
from audit_tools.audit.managers import AccessQuerySet
from audit_tools.audit.utils import dynamic_import
from audit_tools.audit.models.process import Process

__all__ = ['Access']


class AccessTime(EmbeddedDocument):
    """Time field for Access document.
    """
    request = DateTimeField(required=True)
    response = DateTimeField()

    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


class AccessView(EmbeddedDocument):
    """View field for Access document.
    """
    full_name = StringField(required=True)
    app = StringField(required=True)
    name = StringField(required=True)
    args = ListField()
    kwargs = DictField()

    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


class AccessUser(EmbeddedDocument):
    """User field for Access document.
    """
    id = IntField(required=True)
    username = StringField(required=True)

    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


class AccessResponse(EmbeddedDocument):
    """Response field for Access document.
    """
    content = DynamicField()
    type = StringField(required=True)
    status_code = IntField(required=True)

    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


class AccessException(EmbeddedDocument):
    """Exception field for Access document.
    """
    type = StringField(required=True)
    message = StringField(required=True)
    trace = StringField(required=True)

    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


class AccessRequest(EmbeddedDocument):
    """Request field for Access document.
    """
    path = StringField(required=True)
    GET = DictField()
    POST = DictField()
    COOKIES = DictField()
    METADATA = DictField()
    RAW_METADATA = StringField()

    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


@python_2_unicode_compatible
[docs]class Access(Document):
    """Information gathered from a request and response objects.
    Contains the following structure:

    :cvar interlink_id: Interlink id.
    :cvar request: Request.
    :cvar response: Response content, type and status code.
    :cvar exception: Exception raised.
    :cvar time: Request and response time.
    :cvar view: View full_name, app, name, args and kwargs.
    :cvar user: User id and name.
    :cvar custom: Custom providers field.
    :cvar process: Reference to Process object.
    """
    interlink_id = StringField()
    request = EmbeddedDocumentField(AccessRequest, required=True)
    response = EmbeddedDocumentField(AccessResponse)
    exception = EmbeddedDocumentField(AccessException)
    time = EmbeddedDocumentField(AccessTime, required=True)
    view = EmbeddedDocumentField(AccessView, required=True)
    user = EmbeddedDocumentField(AccessUser)
    custom = DictField()

    # References
    process = ReferenceField(Process)

    # Metadata
    meta = {
        'collection': 'audit_access',
        'indexes': [
            'interlink_id',
            'user.id',
            'request.path',
            'time.request',
            'exception.type',
            ('request.path', 'time.request'),
            ('view.app', 'view.name'),
            ('view.app', 'view.name', 'user.id'),
            ('view.app', 'view.name', 'time.request'),
            ('view.app', 'view.name', 'user.id', 'time.request'),
            ('request.path', 'request.METADATA.REQUEST_METHOD'),
        ],
        'queryset_class': AccessQuerySet,
        'app_label': 'audit',
        'db_alias': settings.DB_ALIAS
    }

    @property
    def url(self):
        """Property that gives access to request__path field.

        :type: str
        """
        return self.request.path

    @url.setter
    def url(self, url):
        self.request.path = url

    @url.deleter
    def url(self):
        del self.request.path

[docs]    def get_view(self):
        """Obtains view object that corresponds to this Access instance.

        :return: View.
        :rtype: object
        """
        view = dynamic_import(self.view.full_name)
        return view


[docs]    def get_user(self):
        """Obtains User object that corresponds to this Access instance.

        :return: User object.
        :rtype: django.contrib.auth.models.User
        """
        try:
            user = User.objects.get(pk=self.user.id)
        except:
            user = None
        return user


[docs]    def is_response(self):
        """Check if this Access contains a response.

        :return: True if contains response.
        :rtype: bool
        """
        return self.response is not None and self.response != {}


[docs]    def is_exception(self):
        """Check if this Access contains a exception.

        :return: True if contains exception.
        :rtype: bool
        """
        return self.exception is not None and self.exception != {}


[docs]    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


[docs]    def verbose_str(self):
        """Verbose string representation.

        :return: Verbose string representation.
        :rtype: str
        """
        return "Access to view {} from app {} mapped to url {} by user {} ({})".format(
            self.view.name, self.view.app, self.request.path, self.user.username, self.time.request)


    def __str__(self):
        return "Access{{{}, user:{}, url:{}, time:{}}}".format(self.view.full_name, self.user.username,
                                                               self.request.path, self.time.request)
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  Source code for audit_tools.audit.models.process

from __future__ import unicode_literals
"""Audit Process model"""

from django.utils.encoding import python_2_unicode_compatible
from mongoengine import Document, StringField, IntField, DateTimeField

from audit_tools.audit import settings

__all__ = ['Process']


@python_2_unicode_compatible
[docs]class Process(Document):
    """Represents a process that launch a django management command.
    Contains the following structure:

    :cvar name: Process name.
    :cvar args: Process args.
    :cvar machine: Machine that launched this process.
    :cvar user: User that launched this process.
    :cvar pid: Process pid.
    :cvar creation_time: Time when process was launched.
    """
    interlink_id = StringField()
    name = StringField(required=True)
    args = StringField()
    machine = StringField(required=True)
    user = StringField(required=True)
    pid = IntField(required=True, unique_with=('machine', 'creation_time'))
    creation_time = DateTimeField(required=True)

    # Metadata
    meta = {
        'collection': 'audit_process',
        'indexes': [
            'interlink_id',
            ('pid', 'machine', '-creation_time')
        ],
        'app_label': 'audit',
        'db_alias': settings.DB_ALIAS,
    }

[docs]    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


[docs]    def verbose_str(self):
        """Verbose string representation.

        :return: Verbose string representation.
        :rtype: str
        """
        return "Process {} with pid {:d} run by {} on {} ({})".format(
            self.name, self.pid, self.user, self.machine, self.creation_time)


    def __str__(self):
        return "Process{{{}, pid:{:d}, user:{}, machine:{}, creation_time:{}}}".format(
            self.name, self.pid, self.user, self.machine, self.creation_time)
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  Source code for audit_tools.audit.middleware

from __future__ import unicode_literals

import datetime
import re
import itertools
import traceback
import logging

from bson.json_util import loads

from audit_tools.audit.cache import cache
from audit_tools.audit.decorators import CheckActivate
from audit_tools.audit import settings
from audit_tools.audit.tasks import save_access
from audit_tools.audit.models.models_factory import create_access, update_access
from audit_tools.audit.utils import request_to_dict, import_providers, extract_process_data, fix_dict

try:
    from ebury_interlink.cache import get_access_interlink_id
except ImportError:
    get_access_interlink_id = lambda: None

logger = logging.getLogger(__name__)


[docs]class AuditMiddleware(object):
    """Middleware for audit logging
    """

    def __init__(self, *args, **kwargs):
        # Attributes
        self._blacklisted = False
        self._disabled = False
        self._view = {}
        self._time = {}
        self._user = None
        self._process = None
        self._access = None
        self._response = {}
        self._exception = {}

        # Dynamic import of provider functions
        self._providers = import_providers()

    @CheckActivate
[docs]    def process_view(self, request, view_func, view_args, view_kwargs):
        """Preprocess request.

        :param request: Http request.
        :type request: django.http.HttpRequest
        :param view_func: View.
        :type view_func: callable
        :param view_args: View arguments.
        :type view_args: list
        :param view_kwargs: View keyword arguments.
        :type view_kwargs: dict
        :return: None
        """
        self._disabled = getattr(view_func, 'disable_audit', False)

        if not self._disabled:
            try:
                view_data = self._extract_view_data(view_func, view_args, view_kwargs)

                self._blacklisted = self._check_blacklist(request.path, view_data['app'])

                msg = "<Process View> View:%s %s", view_data['full_name'], 'BlackList' if self._blacklisted else ''
                logger.debug(msg)

                if not self._blacklisted:
                    self._view = view_data
                    user = self._extract_user_data(request)

                    # Time
                    self._time = {
                        'request': datetime.datetime.now(),
                        'response': None
                    }

                    # Interlink ID
                    interlink_id = get_access_interlink_id()

                    # Create access
                    access = {
                        'interlink_id': interlink_id,
                        'request': request_to_dict(request),
                        'response': None,
                        'time': self._time,
                        'view': self._view,
                        'user': user,
                        'custom': None,
                    }

                    # Extract process data
                    self._process = extract_process_data()

                    # Save Access
                    self._access = create_access(access, self._process)
                    cache.set_last_access(self._access)

                    if not settings.RUN_ASYNC:
                        save_access(self._access)
                    else:
                        save_access.apply_async((self._access, ))
                    logger.info("<Process View> View:%s", self._view['full_name'])

                    logger.debug("View:%s", str(self._view))
            except Exception:
                logger.exception("<Process View>")

        return None


    @CheckActivate
[docs]    def process_response(self, request, response):
        """Postprocess response.

        :param request: Http request.
        :type request: django.http.HttpRequest
        :param response: Response.
        :type response: django.http.HttpResponse
        :return: None
        """
        try:
            if self._blacklisted:
                logger.debug("<Process Response> View:%s %s", str(self._view), 'BlackList')
            elif self._disabled:
                logger.debug("<Process Response> View:%s %s", str(self._view), 'Disabled')
            else:
                logger.debug("<Process Response> View:%s", str(self._view))

            if not self._blacklisted and not self._disabled:
                # Response
                self._response = self._extract_response_data(response)

                # Time
                self._time['response'] = datetime.datetime.now()

                # Providers
                custom = {app: f(request) for app, f in self._providers.iteritems()}
                custom = {k: v for k, v in custom.iteritems() if v is not None and len(v) > 0}

                # Save Access and Process
                self._access = update_access(self._access, response=self._response, time=self._time, custom=custom)

                if not settings.RUN_ASYNC:
                    save_access(self._access)
                else:
                    save_access.apply_async((self._access, ))
                logger.info("<Process Response> View:%s", self._view['full_name'])
        except Exception:
            logger.exception("<Process Response>")

        return response


    @CheckActivate
[docs]    def process_exception(self, request, exception):
        """Postprocess exception.

        :param request: Http request.
        :type request: django.http.HttpRequest
        :param exception: Response.
        :type exception: Exception
        :return: None
        """
        try:
            if self._blacklisted:
                logger.debug("<Process Exception> View:%s %s", str(self._view), 'BlackList')
            elif self._disabled:
                logger.debug("<Process Exception> View:%s %s", str(self._view), 'Disabled')
            else:
                logger.debug("<Process Exception> View:%s", str(self._view))

            if not self._blacklisted and not self._disabled:
                # Time
                self._time['response'] = datetime.datetime.now()

                # Providers
                custom = {app: f(request) for app, f in self._providers.iteritems()}
                custom = {k: v for k, v in custom.iteritems() if v is not None and len(v) > 0}

                self._exception = self._extract_exception_data(exception)

                # Save Access and Process
                self._access = update_access(self._access, time=self._time, custom=custom, exception=self._exception)

                if not settings.RUN_ASYNC:
                    save_access(self._access)
                else:
                    save_access.apply_async((self._access, ))
                logger.info("<Process Exception> View:%s Message:%s", self._view['full_name'], exception.message)
        except Exception:
            logger.exception("<Process Exception>")

        return None


    def _check_blacklist(self, path, app=''):
        """Check if path is blacklisted according to BLACKLIST variable in settings.

        :param path: URL path.
        :type path: str
        :param app: App.
        :type app: str
        :return: True if blacklisted.
        :rtype: bool
        """
        blacklisted = False

        if app in settings.BLACKLIST:
            regexs = itertools.chain(settings.BLACKLIST[app], settings.BLACKLIST.get('', ()))
        else:
            regexs = settings.BLACKLIST.get('', ())

        for regex in (r for r in regexs if not blacklisted):
            r = re.compile(r'({})'.format(regex))
            s = r.search(path)
            blacklisted = s is not None and (len(s.groups()) > 0)

        return blacklisted

    def _extract_view_data(self, view_func, view_args, view_kwargs):
        """Extract view data that will be stored in Access model.

        :param view_func: Function or method that act as a Django view.
        :type view_func: function
        :param view_args: View args.
        :type view_args: list
        :param view_kwargs: View kwargs.
        :type view_kwargs: dict
        :return: Extracted data.
        :rtype: dict
        """
        try:
            name = view_func.__self__.__class__.__name__
        except AttributeError:
            name = view_func.__name__

        full_name = view_func.__module__ + '.' + name
        app = full_name.split('.', 1)[0]

        return {
            'full_name': full_name,
            'app': app,
            'name': name,
            'args': view_args,
            'kwargs': view_kwargs,
        }

    def _extract_user_data(self, request):
        """Extract user data from a request.

        :param request: Django request.
        :type request: django.http.HttpRequest
        :return: Extracted data.
        :rtype: dict
        """
        try:
            user_id = request.user.id or -1
            user_username = request.user.username or 'Anonymous'
        except:
            user_id = -1
            user_username = 'Anonymous'

        return {
            'id': user_id,
            'username': user_username,
        }

    def _extract_response_data(self, response):
        """Extract response data.

        :param response: Django http response object.
        :type response: django.http.HttpResponse
        :return: Extracted data.
        :rtype: dict
        """
        try:
            content_type = response.get('Content-Type', '')
            ct = content_type.lower()

            if 'json' in ct:
                response_content = loads(response._container[0])
            elif 'xml' in ct:
                response_content = response._container[0].decode('utf-8', errors='ignore')
            else:
                response_content = None
        except:
            response_content = None

        return {
            'content': fix_dict(response_content),
            'type': response.get('Content-Type', ''),
            'status_code': response.status_code,
            }

    def _extract_exception_data(self, exception):
        """Extract exception data.

        :param exception: Exception object.
        :type exception: Exception
        :return: Extracted data.
        :rtype: dict
        """
        return {
            'type': exception.__class__.__name__,
            'message': unicode(exception.message),
            'trace': traceback.format_exc(),
            }



def custom_provider(*args, **kwargs):
    """Custom provider default function.

    :return: {}
    """
    return {}  # pragma: no cover
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  Source code for audit_tools.audit.models.model_action

from __future__ import unicode_literals

"""Audit ModelAction model"""

import datetime

from django.utils.encoding import python_2_unicode_compatible
from mongoengine import EmbeddedDocument, StringField, DictField, Document, EmbeddedDocumentField, DateTimeField, \
    ReferenceField

from audit_tools.audit import settings
from audit_tools.audit.managers import ModelActionQuerySet
from audit_tools.audit.models import Access, Process
from audit_tools.audit.utils import dynamic_import

__all__ = ['ACTIONS', 'ModelAction']


class ACTIONS(object):
    """Enumerate class for actions over models.
    """
    CREATE = 'create'
    UPDATE = 'update'
    DELETE = 'delete'


ACTION_CHOICES = (
    (ACTIONS.CREATE, ACTIONS.CREATE),
    (ACTIONS.UPDATE, ACTIONS.UPDATE),
    (ACTIONS.DELETE, ACTIONS.DELETE),
)


class ModelActionModel(EmbeddedDocument):
    """Model field for ModelAction document.
    """
    full_name = StringField(required=True)
    app = StringField(required=True)
    name = StringField(required=True)

    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


class ModelActionContent(EmbeddedDocument):
    """Content field for ModelAction document.
    """
    old = DictField()
    new = DictField()
    changes = DictField()

    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


class ModelActionInstance(EmbeddedDocument):
    """Instance field for ModelAction document.
    """
    id = StringField(required=True)
    description = StringField(required=True)

    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


@python_2_unicode_compatible
[docs]class ModelAction(Document):
    """Information from create, update or delete operations over a model.
    Contains the following structure:

    :cvar model: Model full_name, app and name.
    :cvar action: Create, update or delete action.
    :cvar content: Old and new values and changes.
    :cvar instance: Instance object id and description.
    :cvar timestamp: Time when action occurs.
    :cvar access: Reference to Access object.
    :cvar process: Reference to Process object.
    """
    model = EmbeddedDocumentField(ModelActionModel)
    action = StringField(required=True, choices=ACTION_CHOICES)
    content = EmbeddedDocumentField(ModelActionContent)
    instance = EmbeddedDocumentField(ModelActionInstance)
    timestamp = DateTimeField(default=datetime.datetime.now())

    # References
    access = ReferenceField(Access)
    process = ReferenceField(Process)

    # Metadata
    meta = {
        'collection': 'audit_model_action',
        'indexes': [
            'timestamp',
            ('action', 'timestamp'),
            ('model.app', 'model.name'),
            ('model.app', 'model.name', 'action'),
            ('model.app', 'model.name', 'instance.id'),
            ('model.app', 'model.name', 'timestamp'),
            ('model.app', 'model.name', 'action', 'timestamp'),
            ('model.app', 'model.name', 'instance.id', 'timestamp'),
        ],
        'queryset_class': ModelActionQuerySet,
        'app_label': 'audit',
        'db_alias': settings.DB_ALIAS,
    }

    @property
    def changes(self):
        """Property that gives access to content__changes field.

        :type: dict
        """
        return self.content.changes

    @changes.setter
    def changes(self, changes):
        self.content.changes = changes

    @changes.deleter
    def changes(self):
        del self.content.changes

[docs]    def get_model(self):
        """Obtains Model class that corresponds to this ModelAction instance.

        :return: Model class.
        :rtype: object
        """
        try:
            model = dynamic_import(self.model.full_name)
        except:
            raise TypeError('Model {} does not exist.'.format(self.model.full_name))
        return model


[docs]    def get_instance(self):
        """Obtains instance object that corresponds to this ModelAction instance.

        :return: Instance object.
        :rtype: object
        """
        model = dynamic_import(self.model.full_name)
        try:
            instance = model.objects.get(pk=self.instance.id)
        except:
            instance = None

        return instance


[docs]    def items(self):
        """List items in form (key, value).

        :return: list(tuple())
        """
        return self.to_mongo().items()


[docs]    def verbose_str(self):
        """Verbose string representation.

        :return: Verbose string representation.
        :rtype: str
        """
        return "{} instance {} of model {} from app {} ({})".format(
            self.action, self.instance.id, self.model.name, self.model.app, self.timestamp)


    def __str__(self):
        return "ModelAction{{{}({}), action:{}, time:{}}}".format(
            self.model.full_name, self.instance.id, self.action, self.timestamp)






          

      

      

    


    
        © Copyright 2014, Jose Antonio Perdiguero Lopez.
      Created using Sphinx 1.3.1.
    

  

_images/Models.png
ModelAction

- model: dict
- ull_name: str
~app:sir
~name: str

- action: str

- content:dict

~olg: dict g f
-new: dict

- changes: dict

- instance: dict

-id:int

- description: ir

- timestamp: datetime

process.

Process

- name: str
- args:str

- machine: str

~pid:int

- creation_time: datetime
- user: User

Access

- request: dict
- path: str
-GET.dict

-POST: dict

- COOKIES: dict

- METADATA: dict

- RAW_METADATA:sir
- time: dict

request: datetime
- response: datetime
- response: dict

- content:dict
~type:sir

- status_code: int

- exception: dict
~type:sir

- message: str

- race: st

~view: dict
~full_name: str
~app:sir

~name: str

~args: list

~kwargs: dict

- user:dict

-id:int

- usemame: str

-~ custom: dict






